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User and Entity Behavior Analytics
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R 201711860 BEA 12:00:00 S - '
- ASC DEMO (212f9889-769e-45ae-ab43-
HIRIVT 23> 6da33674bd26 ST ASC DEMO
- m a3367/ ) YIAGITAY (212f9889-7606-45ae-aha3-6da33674hd26)
e _ . e [ [ | :
a2 54T &t == Microsoft - B2 Microsoft
BEENY—-2 Ib-efimsf-typel =I5 582 Azure SRR e
. ASC DEMO (212f9889-769e-45ae-ah43-
YIZNT 3 %da33674b£126) UY—ADTER v Azure UY-2 BE 58 Azure
P B Microsoft TIMEGENERATEDOFFSET-- 18 YY-20EE J (RET
[ | |

BEEHENTERICZ )

RDP#EE%¢

RDP

ATTACKED PROTOCOL

5T I7A IR H AN IE
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Secunty incident detected

[
ok
uul/
W
=2
g

ERENELE *ﬁ m F b \ b
&b Continue investigation TARNY :
The incident which started on 2017-09-19T11:40:20Z and most recently I
Bz detected on 2017-09-19T12:26:13Z indicate that an attacker has ® 0) l%

attacked other resources from your virtual machine ContosoWehFE1

D57 2017495190 XEEH 20:40:27 %) 0) % E %}Jj:m W

BE=E 0 =

R 7747

WEENUY L ContosoWebFE1

GIAIN T ?flczf%%gg-769e-45ae-ab43-6da33674bd25)
BT B8 Microsoft

=g == Azure

1. Escalate the alert to the information security team.

2. Review the remediation steps of each ane of the alerts | . R D P 7\\} l/ —_ I\ '7 Z. —_ Z ﬁi, Ib
COY LTI MNP - MBS ENTVES 2 ) ;r\' IE. 7°D _b X 0) "‘%—' '/f:j:

AR > L WEEni)y-2

N e |2 N ~ __7 ~
Successful RDP brute force attack 17/09/19 20:36 ContosoWebFE1 =) 3 ° %E ;ﬁ |\ X /r / ) ﬂ I; / |\ /\ 0)

Suspicious SVCHOST process executed 17/09/19 20:41 ContosoWebFE1 g }7 : 7 t z

{EEDFIR

Multiple Domain Accounts Queried 17/09/19 20:45 ContosoWebFE1
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Digital Transformation

for Education



Fducatior
Transformation
Framework

The Microsoft Education
Transformation Framework provides
practical advice to develop a strategy
for digital transformation; supporting
new approaches to:

* Manage student success and
lifecycle

* Modernize teaching and learning
« Empower research

* Provide efficient and effective
physical and digital infrastructure

Vision

For education transformation to be effective, an institution must carefully analyze,
design, develop, implement and evaluate their plan for change. Carefully crafting
a vision is the first step toward a successful, holistic education transformation.

©)

Student Success
& Lifecycle
Management

Student
Recruitment

Student Student
Retention Completion

W

Teaching, Learning
& Research

Learning
Management
Systems

Research

Collaborative

Teaching & | Learning Spaces
Learning

Transformative Outcomes

imi

Connected
Campus

Security Data
Management Sharing

Facilities Institutional
Management | Operations




Transtorm how you
attract students, drive
student outcomes, and
connect with students in
ifelong relationships

From recruitment and enrollment, on
through the academic years and into
alumni relationships, Student Success &
Lifecycle Management goes to the heart
of what it means to offer an optimal
educational experience for the long term,
underscored by an honest and thorough
assessment of institutional performance
and student outcomes.

o

Student Success
& Lifecycle
Management

Student
Recruitment

Student Student
Retention Completion
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Build a culture
that empowers
academics and
researchers to do
their best work

Modern Teaching, Learning & Research
leverages new technologies and enables new
processes that accelerate curriculum
exploration and research breakthroughs.

It nurtures a growth mindset in students,
emphasizing future-ready skills to help them
thrive in jobs not yet invented. It enables
universities to empower their research
communities to achieve their best work.

i

Teaching, Learning
& Research

Learning

Management
Systems

Collaborative

Teaching& | Learning Spaces
Learning
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Campus Square

GAKUEN/Universal Passport

Azure Database for PostgreSQL
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West Central US
West Us 2 —I

West US
US Gov Arizona

US Gov Texas J
South Central US

Available region
it Announced region
Availability Zone(s) present

] 4 FIHeEEREE
140 hE
US Gov lowa,
Central US Canada East
Canada Central
Nerth Central US
US DoD East
East US,
East US 2,
US Gov Virginia
US DaD Central
Brazil South

* Azure Government FIOIERED Y —= =24 2 BFFELET

Norway West .
West Europe % .+ Norway East
UK South Germany West Central
n Germany North
(AT BT E i) Germany Northeast
UK West -~ Cent
France Central Germany ral
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G gy W

UAE North __
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™% South Africa North

<% South Africa West

= Microsoft

China MNorth,
China Morth 2
Korea Central
Japan East
Korea South
- Japan West
China East,
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Create a Standard Storage
Account

This template creates a Standard
Storage Account

E#E: Kay Singh.
BB 2018/12/04

Windows Server 2016 Storage

Deploy a simple Windows VM

This template allows you to deploy a
simple Windows VM using a few
different options for the Windows
wversion, using the latest patched vers--

EFi#E: Brian Moore,
BHE: 2018/12/04

Create an Azure VM with a new

Create a Virtual Network with
two Subnets

This template allows you to create a
Virtual Network with two subnets.

E5i: Telmo Sampaio,
B 2018/10/12

Deploy a Django app

TATER

Create VM from existing VHDs

and connect it to existingVNET
This template creates a VM from VHDs
(0s + data disk) and let you connect it

to an existing VNET that can reside in
another Resource Group then the virt:--

Sgi#: Mickasl Mottet,
EHE: 2018/08/29

Join a VM to an existing domain

Branch: master v | | New pull rec

M bmoore-mstt fixed variable name
i .github

B 1-CONTRIBUTION-GUIDE

| 100-blank-template

B 100-marketplace-sample

im 101-1vm-2nics-2subnets- Tvnet

Changed Schema from http to https and 2014 preview to 2015
fix gen value for subnet

Changed Schema from http to https and 2014 preview to 2015
Changed Schema from http to https and 2014 preview to 2015

added type property to metadata,json files

Find file Clone or download ¥

Latest commit e45de99 2 days ago

month ago
17 days ago
month ago
month ago

months ago

. | 101-DDoS-Attack-Prevention Changed Schema from http to https and 2014 preview to 2015 a month ago
Spaces Direct (52D) SOFS clu--- AD Forest
B B m 101-5QL-Injection-Attack-Prevention Changed Schema from http to https and 2014 preview to 2015 a month ago
This template creates Azure VMs on an This template creates a new Azure VM, This template uses the Azure Linux This template demonstrates domain
existing VNET, and it provisions them it configures the VM ta be an AD DC for CustomScript extension to deploy an join to a private AD domain up in cloud. Bm 101-Telegraf-InfluxDB-Grafana Changed Schema from http to https and 2014 preview to 2015 a month ago
as a Windows Server 2016 Storage a new Forest application. This example creates an
Spaces Direct (S2D) Scale-Out File Se'- Ubuntu VM, does a silent install of Py B 101-VM-Virus-Attack-Prevention Changed Schema from http to https and 2014 preview to 2015 a month ago
EFTE: Simon Davies, B 101-X55-Attack-Prevention Changed Schema from http to https and 2014 preview to 2015 a month ago

EHH: Keith Mayer,
'a BHEF: 2018/05/23

BUEFT 2018/07/04

%S Madhan Arumugam Ramak
BIEE: 2018/07/19

E57E: Kay Singh.
B%EF: 2018/05/25

i 101-aci-dynamicsnav

Allow custom settings

months ago

[ 101-aci-linuxcontainer-public-ip Changed Schema from http to https and 2014 preview to 2015 a month ago
Recently updated TATES [ 101-aci-storage-file-share Changed Schema from http to https and 2014 preview to 2015 a month ago

| 107-aci-vnet Changed Schema from http to https and 2014 preview to 2015 a month ago
Deploy a managed Kubernetes SQL logical server. Azure Container Service (AKS) Create a Standard Storage i 101-acs-dcos Changed Schema from http to https and 2014 preview to 2015 amonth ago
Cluster (AKS). Account

[ 101-acs-kubernetes Changed Schema from http to https and 2014 preview to 2015 a month ago
This ARM template demonstrates the This template allows you to create SQL Deploy a managed cluster with Azure This template creates a Standard
deployment of an AKS instance with logical server. Container Service (AKS) storage Account B 101-acs-swarm Changed Schema from http to https and 2014 preview to 2015 a menth ago
advanced networking features into an
existing virtual network. Additionally, - [m 101-acsengine-swarmmode Changed Schema from http to https and 2014 preview to 2015 a month ago

&R 55 holger].
‘ SWEsR: 2018/12/17

EF7E: Srdan BoZovic,
B#EF 2018/12/16

EHE: vyta,
=S4T 2018/12/06

E5i8: Kay Singh.
E#EF: 2018/1.

m 101-aks-advanced-networking

B 101-aks

misc edits for merging

Update metadata,json

17 days ago

menth age
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