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- Dropbox FIHMK (RE)

o RN(FTZUMCEE TN TULVRLA...
You give us the permissions we need to do those things solely to
provide the Services. This permission also extends to trusted third
parties we work with to provide the Services, for example Amazon,
which provides our storage space (again, only to provide the
Services).
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o http://www.apple.com/legal/icloud/ip/terms. html
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The NIST Definition of Cloud Computing

NIST: National Institute of Standards and Technology CKE EIZiZ#ERtHAZTAT)
http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145. pdf
http://www.ipa.go.jp/security/publications/nist/documents/SP800-145-].pdf (HA5E5R)

I 1 E
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=5, B—Ri=1 R L= 7o 1) L i E2) OEMlC, ECn5TE.
G PELGLT, 2y KO- GRECIITRE BC L E IR EEIBETILTHO.
%mmmﬂﬁihéirgﬂ\tngA49t®bD;Dt@bﬁ[ﬂétgﬁﬁﬁé
NZEDTH D, —DTSTREFTILESDDEANMEFHEIDOT—EXETIL. H&
MDODEFEETILICK D THEKREND.

- EARBVIRSFE

e On-demand self-service, Broad network access, Resource pooling, Rapid elasticity, Measured service
- H=EXE=lF

e SaaS, PaaS, IaaS
- EREFI

e Private cloud, Community cloud, Public cloud, Hybrid cloud

o JUSIRDAZISZRASOFVIE, IFDRIED—F+1 > TD5DDOERMIRFE
ZOIREICT BIcHD/\—FIT P EVI RIIT PDESTHD, VITFDA2TSA
S0Fvd, YPELAV—CmRL1 TS DHAZSDEDEEZDND. MEL 17—
(&, Tmhéﬂ%@j'? PY—ERXEYIR— 9 BDICHEBR/\— DT 77UV -5
0. H—){— XAbL =2, BLURY FD—D0 K= haad, MRLA
V—(I_%fil//fv FCERBEENEY D RITTHBRD, I5 ROERNFEE
PR CRS D T B, M= LF, MR T— 3B A7 —DL(CAIET 3,
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AR - 2)ILTHP—EX (On-demand self-service)
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e SaaS (Software as a Service)

- FIBECIRMSN AR, 5D ROS> TSI NS0T ¢ ECHEBL TS0
A49$%@7j)7:>a>@@507727—>a>c@\0747>h@@q
BEENS DTTISTTRI R L HSATS M5 JT A2 (fIx(S
DTJAIL) . & EBTO0SLAZ 5 I AZDNSANERL TP oERT
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fecID. BELLDIS PO—ILEDTSCERBL, 2l 1-HIERD
T IUE S S S OBRODEE R TONERBS,

. PaaS (Platform as a Service)
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RECONTIS FO—IUERED.,
o IaaS (Infrastructure as a Servlce)
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o TJS5ANR—KTIZIR (Private cloud)
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HHOFREADIEO(CIRtND. D8, B, SLERE. €D, 5
=&, EULEENSOHEAFENDEICKDITON. FEHFrE U TIEZEDMBDNEES
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~O-r DA, SELinux (Disable(CEnN3Z M%)
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FTUT—>3 DB TOVMEIE, vTPM, HIMA
INAIR=IATNEDT X ~OSDTF/ \w ke

Y — X DRERERDIER

Java, .NETICX9 BEFEMEDET. JavaSnoop

H> RARY IIADI/0%BEUIET—4RA

INAI=R YT+ SOOI (B RFvRIL)
PIO—F", (E355R, [CSS2011-36, pp.25-32, 2011.



HY NU—UZRY L

e KEZBEHEZE(Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct
Terrorism Act in 2001)

- FOUX /A (2015%) O Ea1—4BED—FEDIEFE (2022%) (cDWLT.
BEEREITOIERZRDD

- —EDZBEICHNT. FHHAFTDGRHIRUICIEBEENEFA—ILRA R
A—=)LZEUSTZ2D (209%)

- BAEF, SROBHRSKERE (- HF—Z250) ZEXRTE
D (213%%)

- FBIAERR- OV ERREBDHIEZBEN & UIKIBE TH D EZARL.
ERIMEEICEET D/ (S DRIEMNMESNINE., ENSHE T DEEDE
NBHREHHPTORESE<ED LN TES (5055%)

e EUTF—#1{R:&155(Data Protection Directive)

- EURNTOREAT—FDEDIRWNICIET DT 51/ —EORENER

- EUlSOrOE(CEAT — 5% 853 258, FlEL T, ZOENEUT—4
REETHEKRIT DEAT —IREDKEZBL TLND I EZEK

- BARIF., EUT—FREIED LDEAT —FREDKEZT L TL\DEUES
DEICEFNTULRLY (BIIMNRE(FDDHEENE)
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e amazon web service
- AWSHRANY—T7T0U—A>
e http://aws.amazon.com/jp/agreement/
- BERUEE 77 AUBDERE TS > FME]
- %%%HEUFE(J [P AXAUREREDTS > SMNF > IEBCFRTE S DM ERHIFT /o (TEFP AL
e Google Apps for Education
— Google Apps for Education £2#3
e http://www.google.com/apps/intl/ja/terms/education terms.html
- BERUEE 77 AUBDEREDY T AIL=J77MDME]
- BENHFRE T7AXAUAREREDY ITA L7 > 50> SED=FIPR]
e Office 365 Education
- XAo0OVI S ASA> YIROUTE 3228
o http://www.microsoft.com/global/en-
us/office365/RenderingAssets/mosa/MOSA2011Agr(Asia)JPN(JPN)(Apr2012)(HTML).ht

m
- ZEWVEE TBARDERE]
- BEEEFFIFR(E [R5 EFIFR ]
e Windows Azure
— Windows Azure 22§y
e http://www.windowsazure.com/ja-jp/support/legal/subscription-agreement/
- ZEWVEE TBARDERE]
- BEEIYIFTE [ERRAEHFR]
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NIST: National Institute of Standards and Technology
KEE I RERIMHHZTFR
— Cloud Computing Synopsis and Recommendations
OZ5ORIAE1—FTa 2O DE EH#EEIE (SP-800-146)
e https://www.ipa.qgo.jp/files/000025367.pdf (BA3E:R)
ENISA: European Network and Information Security Agency
IRy NDO—=DEHkRtzF21 U7
— Cloud Computing: Information Assurance Framework
OSIORIEDA—FTa 27 BTV BEDZSHDI L —LDT—D
e http://www.ipa.go.jp/security/publications/enisa/documents/Cloud%20Information
%20Assurance%20Framework.pdf (HZ&zE:R)

— Cloud Computing: Benefits, risks and recommendations for information
security
OZDORAEQA—FT« 27 1BREFIVT [CADDFIR - URTBLVHEREEIR
e http://www.ipa.go.jp/security/publications/enisa/documents/Cloud%20Computing%
20Security%20Risk%20Assessment.pdf (HAEEER)

B ERR
- SO RS—-—EXFADEODIEHRCFI VT A IRZEA N RSA>
e http://www.meti.qgo.ip/press/2011/04/20110401001/20110401001.htm/
IITITIBUEN (BHRAUVIEHEEREAE
- HUNBPEDEHDISTI RO —EXLZEFIADFEIE
- T JREBEABICKLDERARDODSELA R
e http://www.ipa.qgo.ip/security/cloud/tebiki guide.html
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u are here: home / our activities / risk management | files / deliverables / Cloud Computing Ris

Cloud Computing Risk Assessment

EMISA, supported by a group of subject matter expert comprising representatives from Industries,
Academia and Governmental Organizations, has conducted, in the context of the Emerging and Future Risk
Framework project, an risks assessment on cloud computing business model and technologies. The result
is an in-depth and independent analysis that outlines some of the information security benefits and key
security risks of cloud computing. The report provide also a set of practical recommendations.Produced by
ENISA with contributions from a group of subject matter expert comprising representatives from Industry,
Academia and Governmental Organizations, a risk assessment of cloud computing business model and
technologies. This is an in-depth and independent analysis that outlines some of the information security
benefits and key security risks of cloud computing. The report provide also a set of practical
recommendations. It is produced in the context of the Emerging and Future Risk Framework project.

Publication date: Nov 20, 2009

Downloads

Full report: B8l Cloud Computing Security Risk Assessment pdf — PDF document, 1.696 k& (2,044,034 bytes)

Language: English

Related content

@Lﬂouu'mmpuling HISK ASsessment - Spanisn

— filed under-  Security Services: Risk Management

e http://www.enisa.europa.eu/activities/risk-
management/files/deliverables /cloud-computing-risk-assessment

o http://www.ipa.qgo.jp/security/publications/enisa/documents/Cloud%.20
Computing%20Security%20Risk%20Assessment.pdf (HA<zE:R)
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